Network-Layer:

IPVO

(Internet Protocol v.6)

RFC 1883 — The IPv6 base protocol.

RFC 1884 — The address specification.

RFC 4291 — IP Version 6 Addressing Architecture

RFC 1885 — Description of the control protocol, known as ICMPV6.
RFC 1970 — Neighbor Discovery for IP Version 6
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IPV6

&

OcHOBHaA moTmBaumA: 32-6UTHOe aapecHOe NPOCTPAHCTBO
byaet ncyepnaHo K 2008 roay.

Pabouana rpynna IETF: Hayano 1992; -> RFC 1883 (1996) ->
Cneundukrauma IPve: RFC 2460 (1998)

lononHnTenbHaa moTuBauUmA:
AdPekTUBHOCTL — POpPMAT 3aronoBKa IPv6 nomoraet yckopuTb
06paboTKy/nepecbiIky MapLLIpyTU3aTOPaMM.

. PUKCMpPOBaAHHbIN 3aroNI0BOK AnnHOM 40 6anT (+pacmpeHuns, ecam Heobxoammo);
. ®dparmeHTaums He fONyCKaeTcs;

. QoS — n3meHeHusa 3arono0BKa;

. HoBbIl agpec «anycast»: MapLIpyT K «/Iy4lLIeMy» U3 HECKONbKUX

PENIMUMPOBAHHbIX CEPBEPOB
. Be3onacHOCTb Ha CETEBOM YPOBHE

. HeT wnpokosewaHusa (broadcast)



3aronosku IPv4 vs IPv6

IPv4 Header IPv6 Header
Version IHL Type of Service Total Length Version Traffic Class Flow Label
M— [ T et ]
Identification Payload Length Hop Limit

Header

Time to Live Protocol Header Checksum

Source Address
Source Address

Destination Address

[ Options "Padding | Destination Address

- Field's name kept from IPv4 to IPv6

—J
™) -Fields not kept in IPv6
-
™

- Name & position changed in IPv6

- New field in IPv6 Ethernet Type: IPv4 x0800
IPv6 x86DD



3aro/10BKu paciMpeHunm
(Extension Headers)

Tunbl HOBbIX NPOTOKO/10B:

41 |Pv6 Header
45 Interdomain Routing Protocol

46 Resource Reservation Protocol
58 IPv6 ICMP Packet

Bce cheayowme 3HaYeHUA ABNAIOTCA
3aro/1I0BKaMmm pacimpeHuia:

0 Hop-by-Hop Options Header
43 |Pv6 Routing Header

44 |Pv6 Fragment Header

50 Encapsulating Security Payload
51 IPv6 Authentication Header
59 No Next Header

60 Destination Options Header

l 4 A 16 24 )
vers  |priority flover label
payload IengtT\H nxt hdr: 0 | hop limit

source address

destination address

rxt hdr: 42 Thdr length

hop-by-hop options

b it hdr: 44 hdr length

routing information

e 1t hidr: 51 reserved

fragment offset

M

fragment identification

nxt hdr: & hdr l2ngth

authentication data

TCP header and data




Y10 peanbHO U3MEHUNOCb?

PacwmnpeHHoe agpecHoe NPOCTPaHCTBO
OnvHa agpeca 8x16 = 128 6aunt

YnpoueHne popmaTta 3aronoBKa

®urKcupoBaHHasa a4nnHa(40 6ainT), HeobA3aTeNbHblE 3ar0/IOBKM 06bEeANHEHDBI B LLEMOYKY
KoHTpoOnbHaA cymma Ha yposHe IP oTcyTcTBYeT

HeTt dparmenTtaumm hop-by-hop
Path MTU discovery
MwuHMManbHbIN pasmep MTU no ymonyanuio 1280 6aitt (IPv4 — 576 6aiiT)

be3onacHOCTb Ha ceTeBOM YpPOBHE

IPsec AaBnaeTcA ob6sa3aTeNnbHbIM (paclwmnpeHme) —>

AH & ESP — BCcTpoeHHble cpeacTtsa ayTeHTUPMKauMKM 1 WndpoBaHmMA
MHoroagpecHasa paccbl/iKa

HeT TpaanUMOHHOM WMpOKOBeLLAaTENbHOW |IP-Nepeaaun
MNcnonb3oBaHMe rpynnbl MHOrOaApeCcHOM PacCbiKK MO agpecy
ff02::1 (ana BCex y3/10B Ha IOKa/IbHOM KaHane; <-> 255.255.255.255 <->224.0.0.1)

ABTOKOHOUIYpaums agpeca 6e3 coxpaHeHusa cocTosaHun (Stateless)



IPvé Agpecauma /RFC2373/

« Address notation: 8 groups, 16 bits in every group
6ACD:0001:00FC:B10C:0000:0000:001A:011A
« Simplified notation

6ACD:1:FC:B10C:0:0:1A:11A
Al112::33DF:1122

« Mapping between IPv4 and IPv6:
0:0:0:0:0:FFFF: xxXxx:xxxx

(use: from IPv6-node to IPv4)

* Loopback: ::1/128

Unspecified address: ::
(It is equivalent to the IPv4 unspecified address 0.0.0.0)

Addresses can be of different types and have different scopes

*[ [lonie3Has ccblirika:.
https://secure.wikimedia.org/wikipedia/en/wiki/IPv6 _address



Tunbl agpecos

unicast:
for one-to-one
commuhnication

multicast:
for one-to-many
commuhnication

anycast:
for one-to-nearest
communication

NEW: Anycast-agpec Ha3HayaeTca rpynne nHtepdpencos, 0ObIYHO NPUHAANEHKALLMUX
pPa3HbIM y31am (MaplipyTmM3aTopam). NaKeT, oTnpaBAEHHbIN Ha anycast-aapec,
[0CTaBNAETCA TONbKO Ha OAMH N3 MHTEPPENCOB-YY4ACTHMKOB, OObIYHO Ha BanKanwmni
XOCT. Anycast-agpeca umeroT TOT e popmaT, 4To M unicast-agpeca. Anycast-agpec He

MOKET ObITb YKa3aH KaK agpec NCTOYHWKa.



IPv6 - Format Prefix Allocation

Allocation Prefix (bin) Start of Mask | Fraction of
Address Length Address
Range (hex) {bits) Space
Reserved 0000 0000 0 /3 & 11256
Feserved for NSAP Q000 001 200 /7 7 11128
Feserved for IPX Q000 010 400:: /7 7 1128
Aggregatable Global 00 2000:: /3 3 1/8
Unicast Addresses
Link-local Unicast 1111 1110 10 FESO: /10 10 111024
Site-local Unicast 1111 1110 11 FECO:: 10 10 111024
Multicast 1111 1111 FFROO: /3 & 17256

Tatal Allocation

o




IPv6 Global Unicast Address Format

0 3 16 24 48 64 127
FP TlLD*“* RES HEA ‘JlLD’”* Interface 1D
Fublic Topology Site
Topology =
FP Format Prefix (001).
TLAID Top-Level Aggregation Identifier. 3To BepXxHWIN ypOBEHDb B NEPAPXUMU
MapLIpyTU3aLun.

RES 3ape3epBupoBaHO An1a byayLLero Mcnosb3oBaHuUA.

NLA ID Next-Level Aggregation Identifier. Ucnonb3yetca opraHnsaumamm, KOTOPbIM
Ha3Ha4vyeH naeHtTudukatop TLA (npoBaiigepam), 4ns co3gaHmsa co6CTBEHHOM Mepapxumn

agpecauum n uaeHTUPUKaLmu.

SLAID Site-Level Aggregation Identifier. 9To none ncnonb3yeTca oTaeNbHON
opraHusauuein/KnneHTom ana cosgaHns cobcTBeHHON NOKaIbHOM nepapxumun.



IPv6 Multicast Address Format

0 8 12 16 127
FP Flags | Scope Group ID
FP Format Prefix - 1111 1111.

Flags 0000 [locTtosHHbIM agpec.

0001 BpemeHHbIN agpec. Aapeca TaKoro TMna MmoryT bbiTb YCTAaHOBAEHDI
NPUNOKEHMAMKU NO Mepe HeEOBXOAMMOCTMU.

Scope 4-6MTHOe 3Ha4yeHMe, yKa3biBatowee obnactb genctema multicast-paccbiikm.
3ape3epBUpPOBaHO

OrpaHuyeHo uHTepdercammn Ha nokanbHom y3ne (local node)

OrpaHuyeHo y31amun Ha nokanbHom KaHane (local link)

OrpaHuyeHo nokanbHbim caTom (local site)

OrpaHn4eHo opraHMsauuen

nobanbHaa obnactb (Global scope)

3ape3epBMpoBaHO

T mOo U N = O

Group ID VaeHTUdPMKaTOp rpynnbl MHOrOaAapPECHOMW PACChINKU.



Well-known IPv6 multicast-aapeca

ff02::1 - All nodes on the loca-link ( -> 255.255.255.255)
ff02::2 > All routers on the local-link
ff05::2 > All routers in the site-local

ff05::1:3 - All-dhcp-servers
ffox::fb — mDNSv6

ff02::1:ff00:0/104 - Solicited-node multicast address.
AJpec MHOroaapecHoOM paccblIkM 3anpolweHHoro y3na. Mnaaawwue 24 6uta
3TOr0 MHOrOaAPEecHOro agpeca 3anonHATCA Maagwummn 24 butamu
OAHOaAPECHOrO UK NPOM3BONLHOIO aapeca MHTepdeica. Mcnonblyertca
nna obHapykeHua coceaent (Neighbor Discovery Protocol).

Bo Bpemsa 3arpy3Kku Kaxkabli y3en AoKeH NpucoeanHUTbCA K 2 cneumanbHbiM
MHOFOaApPeCcHbIM rpynnam AAs Kaxkaoro ceTeBoro nHtepdemnca:

* All nodes multicast group: ff02::1

* Solicited-node multicast group ff02::1:ffcxxxx



Mapping: Multicast Address to Ethernet

33:3300GXX XX XX —3ape3epBupoBaHo ansa IPve Multicast (RFC 2464)

Mnadwue 32 buma smozo multicast-adpeca conocmasnsaomca ¢
mnaaowumu 32 bumamu MAC.

FFO2:8D::A1:B7DE:611A  IPv6 Multicast
N J Address

!

33:33:B7:DE:61:1A

Ethernet
Address



ICMPv6 / RFC1885 /

ICMPV6: HoBas Bepcua ICMP - gononHuTtenbHble
TUNbl CO0bWEHUN, GYHKUMM YyNPaBAEHUA

MHOroaZipecHbIMM rpynnamu 1 T. 4. 5 a 16 ”
] O

Type

1 Destination Unreachable

2 Packet Too Big

3 Time (Hop Count) Exceeded

4 Parameter Problem
128 Echo Request
129 Echo Reply Code
130 Group Membership Query N3meHAeTcA B 3aBUCMMOCTM OT TUMNA COOBLLEHUA.
131 Group Membership Report
132 Group Membership Reduction
133 Router Solicitation (RS)
134 Router Advertisement (RA) Body of Message 3asucut oT TMNa
135 Neighbor Solicitation (NS) coobLLEeHMS.
136 Neighbor Advertisement (NA)
137 Redirect Message

+ other

Tvpe | Code | Checksum

Body of ICMP Message

Checksum Wcnonb3yetca ana obHapy*KeHus
NOBPEXKAEHUNA AAaHHbIX B COODOLEHUN.,



Neighbor Discovery Protocol (NDP) / RFC 4861 /

[MONIHOCTbIO ANHAMUYECKOE B3aUMOAENCTBUE MEKAY XOCTaMM U pOyTEPAMMU.

IPv6 Neighbor Discovery:
KOMBUHaUMs NpoToKonos/PpyHKLUNI 13 IPV4: ARP

+ ICMP Router Discovery
+ ICMP Redirect
+ IGMP

NDP defines 5 ICMPv6 packet types:

133
134
135
136
137

Router Solicitation (3anpoc mapuwpyTtusatopa)

Router Advertisement (Ob6bsBAeHMe maplipyTusaTopa)
Neighbor Solicitation (3anpoc coceana)

Neighbor Advertisement (O6bsBneHne coceaa)

Redirect



Neighbor Discovery Protocol (NDP)

NDP oTBevaerT 33

* aBTOKOHPMrypauuo agpecos y3/0B,

* 0OHapy)XeHune ApYyrux y3noB Ha KaHane,

* onpeaeneHue agpecoB KaHA/IbHOTO YPOBHA APYrnX y3/108,

* 0b6HapyeHune aybanKaToB aapecos,

*  MOWMCK AOCTYMNHbIX MapwpyTmnsatopos n DNS-cepsepos,

* 0bOHapyxeHue npedunKca agpeca,

* 0OHapy)XeHMne NapamMeTpPOoB: XOCTbl MOTYT HaxXoA4UTb NapamMeTpbl KaHana, Hanp., MTU,
* paspelweHue aagpecos: conocrtasneHue IP-agpecos u MAC-agpecos,

* nepeHanpaBAeHUE: MapLIpPYTU3ATOP MOXKET MHOOPMNPOBATb Y3/ O YYLLUX
MapLLPYyTM3aTOpax NepBOro nepexoaa,

* nopAaeprkka nHPopmauum o 4OCTUKMMOCTU NYTEN K APYrMM aKTUBHbIM COCEAHUM
y3nam



Neighbor Discovery: Address Resolution

Neighbor Solicitation
ﬁSrc: 2008:a2::ab00:1 (OO:bO:dO:f4:c6:c5)\
Dst: ff02::1::ff00:2 (33:33:ff:00:00:02)
Who has the address 2008:a2::ab00:2 ?
My MAC 00:b0:d0:f4:c6:c5

J
Hostl Host?2
1
MAC 00:b0:d0:f4:c6:c5 | — MAC 00:80:d0:32:ca:b3
IP 2008:a2::ab00:1 IP 2008:a2::ab00:2
Multicast: Multicast:
33:33:ff:00:00:01 33:33:ff:00:00:02
ff02::1::ff00:1 2 ff02::1::ff00:2
—

Src: 2008:a2::ab00:2 (00:80:d0:32:ca:b3)
Dst: 2008:a2::ab00:1 (00:b0:d0:f4:c6:c5)

My MAC 00:80:d0:32:ca:b3

Neighbor Advertisement




ICMP
Message

Neighbor Solicitation Message:

G Pri

Flow Label

Fayload = 32

MNext = 58

Hops = 255

Source Address - FEBD::0B00:5412:3456

Destination Address 4FF02::1:54

12:3458

Type = 135

Code=10

Checksum

Resarved =0

Target Addrass -|FEB0::0800:54)

12:3458

Opt Code=1

Opt Len=1

Source Link Layer Address = 080054123456

IF Header

Neighbor Advertisement Message:

B Pri

Flow Label

Payload = 32

Hops = 255

Source Address - FEBD::0800:5412:3458

Destination Address - FESQ::0800:5412:3456

Type = 136

Code=10

Checksum

= ~
RIslo
3|0

Resarved =10

Target Address - FE80::0800:54A12:3458

Opt Code=2

Opt Len=1

Target Link Layer Address = 0BODSA 123458

R Router Flag. but =1, echn otnpasutenem obbaABneHUA ABNAETCA poyTep.

S Solicited Flag. but=1, ecnn ob6vaBneHne ABNAETCAS OTBETOM Ha 3anpoc.

IP Haader

O Override Flag. Koraa aToT 61T yCTaHOBAEH, MPUHMMAOWMIA y3eN A0/1KeH 06HOBUTb

cyweCTByrOlwyH K3WNMPOBAHHYHO 3dMNMCb KaHA/IbHOIO YPOBHA B K3We CBOUX COCG,D,EI\/JI

(neighbor-kaww).



Stateless address autoconfiguration (SLAAC)

SLAAC no3sossem y31am camocmosimesibHO 2eHepuposams ceou IPv6-adpeca Ha
OCHose npegukcos, 06vABMEHHbLIX pOoymepamul.

* [Mpun 3anycke cncrtemol y3en aBTomatnyeckn cosgaert link-local address
c npedukrcom fe80::/64

* Globally routable unicast address: 15 ycTaHOBKM YHMKaAbHOTO rnobasibHO

MapLIPYyTU3NPYEMOrO agpeca XOCT NOAYYaeT Ha3HavYeHue npedmKca ¢ NOMOLLbHO
Neighbor Discovery nan DHCPv6.

* HumHMe 64 buTa 3TUX aapecoB 3anoNHATCA 64-6UTHbIM MAEHTUPUKATOPOM
nHtepdemnca B modified EUI-64 popmare.

Organisationally Unique  Network Interface Controller
Identifier (OUI) {MIC) Specific

~a}———— 3 bytes ————pp agp————— 3 byles ———p

MAC 00 0OC 29 OC 47 D5

MAC+Extension 00 OC 29 FF FE 0oC 47 D5

- 8 bits L
Set ulocalu blt |3?|b?|b6|b5|b4|b3|1|l:7:}.|

IPV6 02 OC 29 |FF|FE|OC 47 D5

* /B HacTosALLee Bpema HUYero He genaetca c butom U/L 1 uam 0. OaHako, cornacHo RFC4291, npenmyLlectso
NAEHTUPMKATOPOB MHTepdelica C yHMBEepPCaibHOM 0b6nacTblo AencTBms byaeT MCNob30BaTbCA B OyayLLeM.



Hostname to
IP address

IP address to
hostname

IPv6 and DNS

A record:
www.abc.test. A 192.168.30.1

PTR record:
1.30.168.192.in-addr.arpa. PTR
www.abc.test.

AAAA record:
www.abc.test AAAA 3FFE:BO0:C18:1::2

PTR record:
2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.0.0.0.8.1.c.0.
0.0.b.0.e.f.f3.ipb.arpa PTR www.abc.test.




Nepexop ot IPv4 K IPV6

He Bce mapwpyTmMsaTopbl MOryT 6biTb 0OHOBNEHbI OAHOBPEMEHHO.

KakK ceTb byaeT pabotaTtb CO cmelwaHHbIMM MapuwpyTmnlatopamu IPv4 u IPv6?

Mpeanaraemblie NOAXOAbI:

* Dual Stack: mapwpytnsatopsbi ¢ 4BOMHbBIM CTEKOM (V6, V4) MOTYT «TPaHCIMPOBATbLY»
mexay popmaTtamm

*  Tunneling: IPv6 nepenaetca Kak nonesHas HarpysKka B gatarpamme |Pv4 mexay
MapuwpyTtmsatopamu IPv4,

Kak BapuaHT — Tunnel Broker: tyHHenbHbIN BpoKep, AOCTYNHbIN Yepes web-canT

e Translation: NAT-PT

6b1n Microsoft Teredo, - yxe HeT)



Dual Stack Transition Mechanism (DSTM)

IPvd Host IPvEIPvd Host IPvie Host
App. App. App.
TCP TCP TCP
Py IPvd | 1PvE IPvd
Ethemet Ethernet' Ethemat Etharnat
IPve T
N ey

MepexoaHoOin MexaHU3M C ABYMA CTeKaMMu:

J1BOMHOM CTEK, HAaCTPOEHHbIN Ha IPv4 u IPv6, He pelwiaeT npobaemy
HexBaTKu |IPv4-agpecos

MapLpyTr3aTopbl A0AXHbI ObITb HACTPOEHbI HAa 0b6e Bepcun IP =>
=> 2 Habopa Tabnunu mapwpyTrsaymm



IPv6 over IPv4 Tunnels

'FF—- ST
IPv6 Header 2Ll

Flaiel:

IPv6

Dual-Stack ~~ Dual-Stack
Router I - Router

IPv4
&3
7

Tunnel: IPv6 in IPv4 packet
IPv4 Header |IPv6 Header T Data

° TyHHenmpoBaHWe — 3TO UHKaNcynauua naketa IPvé B naket IPv4

Pvb6
Network

Network

=

MpoTokon TyHHennposBaHus 6ind (RFC 4213)

3aronoBok IPv4: proto=41 (IPv6 Encapsulation)

TYHHENNpPOBaHUE MOXKET MCMNOAb30BATLCA U MapPLUPYTU3aTOPaAMM U XOCTaMM



Router-to-Router Configured Tunnel

A B |
= = (2} (9 = =
I . ]

IPvG Host IPvENPvd Routar IPvE IPvd Router P&/ IPv4 Hast
AI— Ethems I I I
(1 W ‘ (4)
4
IPw4 1 I
Header etz

gro; Bouter X (1Pv4)

dst: Routar ¥ (1Fw4)

(5 ]4] Flow lakss A ER flow labsl Gl 4 flow lakbsl
payload length nem hops paylcad length next | hops payload length nect | hops
gro: Workstation A erc: Waorkstation & gro; Waorkstation &

(ot IPvd-compatibla) imot |IPvd-compatible) (ot |Pwd-compatibls)
cat: Workstation B d=t: Waorkstation B dst: Workstation B
(ot IPvd-compatibla) (ot | Pvd-compatible) (ot IPvd-compatibke)
payload pavload payload




Tunnel Brokers

YnpouaeTt co3gaHne TyHHenen IPv4 ana KoHeyHoro nosib3osaTtens.
Mcnonb3oBaHme Beb6-CTpaHULLbI.

[Ona npepnoctasnenna IPvé nosepx IPv4 npumeHaeTca npoToKon 6in4.
Hy»keH aHOHCMpOBaHHbIN agpec IPv4

configuration
B

https://ru.wikipedia.org/wiki/Cnnucok 6pokepos IPv6

PekomeHayto : https://tunnelbroker.net

https://6in4.ru

https://ipv6.ip4dmarket.ru/



https://ru.wikipedia.org/wiki/Список_брокеров_IPv6
https://ru.wikipedia.org/wiki/Список_брокеров_IPv6
https://ru.wikipedia.org/wiki/Список_брокеров_IPv6
https://ru.wikipedia.org/wiki/Список_брокеров_IPv6
https://tunnelbroker.net/
https://tunnelbroker.net/
https://6in4.ru/
https://6in4.ru/
https://ipv6.ip4market.ru/
https://ipv6.ip4market.ru/

NAT-PT (RFC 2765 n RFC 2766)

NAT-PT — 310 mexaHu3m npeobpasosaHusa IPv6 B IPv4, KoTopbin no3sonser
YCTPOMCTBAM, NOAAEPKMBAOLWMNM TONIbKO IPV6, B3anmoaencTBoBaTb C YCTPOMCTBAMM,
noaAaepKMBatoWmnMmmn TonbKo IPv4, n Haobopor.

e TpaHcnayma agpecos 1 3aro/I0BKOB

* [lyn mapwpyTusnpyembix agpecosB HazHAYaeTCcAa TPAHCNATOPY

e TpaHcnauma BxogAawmMx ceccmm AoaKHa nepexsatbiBaTb DNS-3anpochl

* [lpedukc Hanpasnaetca B NAT-table.

* MOXXHO U3MEHUTb HOMEpPa NOPTOB, YTODObI pa3pelwnTb Honblle NepeBoaos

IPv&-only IPv4-only
node node

s J,.’-——f‘—‘“-—--\i i

) - == O BB
i NAT-PT TN

2001:00B&:bbbb:1::1 T 192.168.30.1

NAT-PT IPv4 address pool:
10.21.8.1-1021.8.10




*/ Teredo

RFC4380: Tunneling IPv6 over UDP through Network Address Translations (NATs)
Microsoft Technology, <= Win7

Special-Use Ranges 2001::/32 (for Teredo clients)

The Teredo protocol performs several functions:

e Diagnoses UDP over IPv4 (UDPv4) connectivity and discovers the kind of
NAT present (using a simplified replacement to the STUN protocol)

e Assigns a globally routable unique IPv6 address to each host using it

* Encapsulates IPv6 packets inside UDPv4 datagrams for transmission over an
IPv4 network (this includes NAT traversal)

* Routes traffic between Teredo hosts and native (or otherwise non-Teredo)
IPv6 hosts

Node Types:
Teredo Client, Teredo Server(UDP/3544), Teredo relay, Teredo host-specific relay

Miredo is a client, relay and server for Linux, *BSD and Mac OS X
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Looking at the IPv6... 03.11.2018

Native: 16.85% 6tod/Teredo: 0.02% | 14 cenrT. 2017 r.
Native: 25.47% 6tod/Teredo: 0.00% | 3 HORAG. 2018 1.

Google collects statistics about IPv6
adoption in the Internet. The graph
shows the percentage of users that
access Google over IPv6.

ik

Jan 2013 Jan 2014 Jan 2015 Jan 2016 Jan 2017 Jan 2018
https://www.google.com/intl/en/ipv6/statistics.html



Looking at the IPv6... 21.11.2024

Native: 42.40% 6to4/Teredo: 0.00% Total IPv | Nov 21, 2024
50.00%

45.00%
40.00%
35.00%
30.00%
25.00%
20.00%
15.00%
10.00%

5.00%

0.00%

Jan 2013 Jan 2014 Jan 2015 Jan 2016 Jan 2017 Jan 2018 Jan 2019 Jan 2020 Jan 2021 Jan 2022 Jan 2023 Jan 2024



Looking at the IPv6... 3.11.2018

Per-Country IPv6 adoption

United States Russia 4
~ IPv6 Adoption: 33.63% IPv6 Adoption: 2.21% .
Latency / impact: Oms / 0.01% Latency / impact: Oms / 0%
| e

{

B ! \ © | Germany N
| 1, |Pv6 Adoption: 41.81%
w Latency / impact: Oms / 0%



Looking at the IPv6... 19.02.2025

a 8 - Q‘&“

United States
IPv6 Adoption: 51.13%
Latency / impact: -10ms / -0.03%

Russia
~ IPv6 Adoption: 63.29%
Latency / impact: 10ms / -0.03%

b

XS5
France

IPv6 Adoption: 80.16%

Latency / impact: -20ms / -0.01% ) |
. - India _

; IPv6 Adoption: 74.62%

g Latency / impact: -20ms / -0.1%_].

-

https://www.google.com/intl/en/ipv6/statistics. html#tab=per-country-ipv6-adoption



https://www.google.com/intl/en/ipv6/statistics.html
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https://www.google.com/intl/en/ipv6/statistics.html
https://www.google.com/intl/en/ipv6/statistics.html
https://www.google.com/intl/en/ipv6/statistics.html
https://www.google.com/intl/en/ipv6/statistics.html

3a CYeT KakKux yCTpoucCTB?

Global Connected and loT Device Installed Base Forecast
45000 R

Millions

Enterprise loT **
» Smart Home Devices
» Wearables
» Connected Vehicles
20000 ®Smart TVs
15000 ® Smart Speakers and Screens
u Other Internet Media
10000 st
5000 ® Smartphones
0 ®PCs

S S DD PO LD PO LD D>
¥ QS OO » S v
R R i O O R R R P P P S

Source - Strategy Analyticsresearch services, May 2019: loT Strategies, Connected Home Devices, Connected Computing
Devices, Wireless Smartphone Strategies, Wearable Device Ecosystem, Smart Home Strategies



Example: interface config

ethO Link encap:Ethernet HWaddr 00:50:FC:90:AE:2E

inet addr:195.70.217.195 Bcast:195.70.217.255 Mask:255.255.255.192
inet6 addr: fe80::250:fcff:fe90:ae2e/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:5994791 errors:0 dropped:0 overruns:0 frame:0

TX packets:6512900 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:4247649943 (3.9 GiB) TX bytes:1355671025 (1.2 GiB)
Interrupt:11 Base address:0xa000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:52798 errors:0 dropped:0 overruns:0 frame:0
TX packets:52798 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:9801172 (9.3 MiB) TX bytes:9801172 (9.3 MiB)



Example: min routing table (linux)

[root@Rnordic route]# netstat -rn --inet6
Kernel IPv6 routing table

Destination Next Hop Flags Met Ref If
::1/128 s U 0 20776 2 lo
fe80::250:fcff:fe90:ae2e/128 :: U 0 0 2 lo
fe80::/64 s U 256 0 0 ethO
££00::/128 ££00:: UC 0 1 0 ethO
££00::/8 s U 256 0 0 ethO

[root@nordic routel# ping6 ::1

PING ::1(::1) 56 data bytes

64 bytes from ::1: icmp seq=0 ttl=64 time=0.028 ms
64 bytes from ::1: icmp seq=l ttl=64 time=0.009 ms
64 bytes from ::1: icmp seq=2 ttl=64 time=0.026 ms



Proto Recv-Q Send-Q

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
udp

0

OO OO OO0OO0OO0oOOo

0

U
OO NO OO OOOo

Kernel support:
[root@nordic ~]# /sbin/sysctl -a

net.
net.
net.
net.
net.
net.
net.
net.
net.

ipvé6.
ipvé6.
ipvé6.
ipvé6.
ipvé6.
ipvé6.
ipvé6.
ipvé6.
ipvé6.

conf
conf
conf
conf
conf
conf
conf
conf
conf

.default.
.default.
.default.
.default.
.default.
.default.
.default.
.default.
.default.

Example: services

[root@nordic ~]# netstat -an|more
Active Internet connections (servers and established)

Local Address

195.70.217.195:53
127.0.0.1:53
0.0.0.0:21
127.0.0.1:953
127.0.0.1:25

1::22
::££££:195.70.217.195:
::££££:195.70.217.195:
195.70.217.195:53
127.0.0.1:53

22
22

max addresses = 16

max desync_factor =
regen max retry = 5
temp prefered 1ft =
temp valid 1ft =
use_tempaddr = 0
force mld version = 0

600

604800

Foreign

86400

Address

.0.0.0:*

0
0
0.
0
0

. ocooo
ocooo
ocoooo
R

*

::ff£f£:195.70.217.201:3730
::ff££:82.179.116.18:1924
0.0.0:~*

0.
0.0.0.0:~*

router solicitation delay =1
router solicitation interval = 4

State
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
LISTEN
ESTABLIS
ESTABLIS



Example: WIin10 interfaces

PS C:\WINDOWS\system32> ipconfig
HacTtpomnKka npotokona IP ansa Windows
ApanTtep Ethernet VirtualBox Host-Only Network:

DNS-cydduKec nogkntoyeHusa . . ... :

JlokanbHbIN IPv6-aapec KaHana . . . : fe80::9896:e7a2:c200:9b2e%21
IPv4-apgpec............:192.168.56.1

Macka noacetm..........:255.255.255.0

OCHOBHOWM WINKO3. ... ..... .

Apantep 6ecnpoBoAHOM NOKanbHOM ceTu becnpoBoaHasna ceTb:

DNS-cybduKec nogkntoyeHusa . . ... :

JlokanbHbIN IPv6-aapec KaHana . . . : fe80::a1ba:4493:4c9a:6431%23
IPv4-apgpec............:192.168.141

Macka noacetm.......... : 255.255.255.0

OCHOBHOM WAKO3. . .......:192.168.1.1



Example: Win10 routes

PS C:\WINDOWS\system32> route print -6

Cnucok nHtepdencos
21...0a 00270000 15 ...... VirtualBox Host-Only Ethernet Adapter
12...18 5e 0f 1f 0b 90 ...... Microsoft Wi-Fi Direct Virtual Adapter #3
4...00 ff Of 4a 00 41 ......TAP Adapter V9 for Private Tunnel
5...00 ff 22 8e cc 86 ......TAP-Windows Adapter V9
23...56 b9 a6 3c 32 8e....... Intel(R) Dual Band Wireless-AC 7265

1 RPN Software Loopback Interface 1
MeTpuKa CeTeBoM agpec LLinto3

1 331 ::1/128 On-link
21 281 fe80::/64 On-link
23 306 fe80::/64 On-link
21 281 fe80::9896:e7a2:c200:9b2e/128 On-link
23 306 fe80::a1ba:4493:4c9a:6431/128 On-link

1 331 ff00::/8 On-link
21 281 ff00::/8 On-link
23 306 ff00::/8 On-link

[locToAHHbIE MapLwpyTbl: OTCyTCTBYET



Do you have IPv6?

http://test-ipv6.com

http://ipve-test.com
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